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GENERAL DATA PROTECTION REGULATION 
A COMPLIANCE PRIMER



INTRODUCTION

In today’s digital economy, data is everything. It is currency people use to 
pay for “free” apps and services. It is fuel for marketing and advertising 
machines worldwide. And it is growing at a rapidly increasing rate.

More than 5 billion people are calling, texting, tweeting and browsing on 
mobile phones worldwide, collectively contributing to the 2.7 Zettabytes 
(i.e., 1,0007 bytes) of data that exist in the digital universe today. That’s a 
lot of data, and with so much personal information floating through the 
cloud, legislation is only just catching up.

Enter: The General Data Protection Regulation (GDPR). As of May 25, 
2018, this will be the primary law regulating how companies protect EU 
citizens' personal data. In replacing the 1995 Data Protection Directive, 
the GDPR will give those citizens greater control over how their data is 
used, while making the legal expectations for companies simpler, clearer, 
and unified across the 28 EU member states.

However, the regulation also expands its territorial scope, meaning that 
the new compliance rules and fines affect more companies than ever 
before. This white paper distills the essential information about the 
GDPR, offering what companies need to know in an easily digestible 
format. You will come away with a greater understanding of the GDPR, as 
well as ideas for next steps to ensure that your business is prepared for 
the regulation to take effect.
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HISTORY

Sept 23, 1980 

Oct 24, 1995 

April 14, 2016 

May 25, 2018 

Guidelines on the Protection of 

Privacy and Transborder Flows of 

Personal Data

Published by the Organisation 

for Economic Co-operation and 

Development

Purpose: protect personal data and 

the human right to privacy

Data Protection Directive 95/46/EC 

Established by the EU

Purpose: to standardize and 

harmonize privacy regulations and 

data protection laws across EU 

member states, as well as provide 

standard rules for the transfer of 

personal data to countries outside 

the Union
General Data Protection Regulation

Adopted by the European 

Parliament

Purpose: upholding the same 

principles as its predecessors, with 

updates to account for modern 

technology (e.g., social media, cloud 

storage)

Date enforcement begins
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GDPR BASICS
What is the GDPR?

The General Data Protection Regulation 
(GDPR) is the result of four years of work 
by the European Parliament, the Council 
of the European Union, and the European 
Commission to bring data protection 
legislation into line with new, previously 
unforeseen ways that data is now used. At 
its most basic, the regulation is intended to 
strengthen and unify data protection for all 
individuals within the European Union (EU).

Directive vs. Regulation

Directive: a goal that all EU countries had 
to achieve, but they could determine how to 
achieve the goal.

Regulation: a binding legislative act that 
is applied to and must be upheld by all 
countries in the EU.

Purposes:

 • To protect all EU citizens from privacy 
and data breaches

 • To reshape the way organizations 
handling data approach data privacy

 • To harmonize data privacy laws across 
Europe

 • To make it easier for non-European 
companies to comply with EU data 
protection regulations

Who is affected?

All companies processing and holding the 
personal data of data subjects residing 
in the European Union, regardless of the 
company’s location. (This is a change from 
the directive!)

How will GDPR be enforced?

GDPR provides a single set of rules that 
apply to all EU member states. Each state 
will have its own Supervisory Authority (SA) 
to receive and investigate complaints, apply 
penalties, etc. If a business has multiple 
locations across the EU, one SA will act as 
its “lead authority” based on where most of 
the company’s data processing takes place.

Penalties

Penalties are tiered based on the severity of 
the breach; for instance, a company could 
be fined 2% of annual global revenue for not 
having their records in order. The maximum 
fine for noncompliance is 4% of annual 
global revenue or 20 million EUR, whichever 
is greater.
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PERSONAL DATA

Personal Data: Any information that can be used to directly or indirectly 
identify a person. Examples include a name, a photo, an email address, 
bank details, posts on social networking websites, medical information, 
or a computer IP address.

Types of personal data GDPR protects

 • Identity information (name, address, ID number)

 • Web data (location, IP address, cookie data)

 • Health and genetic data

 • Biometric data

 • Racial/ethnic data

 • Political opinions

 • Sexual orientation
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DATA PROCESSING PRIMER

Data Controller

Data Processor

An organization that collects data from EU 
residents

An organization that processes data on 
behalf of the data controller (e.g., cloud 

service providers)

VS

Lawful Basis for Processing

Data may only be processed if there is at least 
one lawful basis to do so:

 • the data subject has given consent

 • the controller has a legal obligation

 • processing is necessary for the controller 
to enter into or perform a contract with the 
data subject

 • the controller or a third party has legitimate 
interests, except where such interests are 
overridden by the interests or fundamental 
rights and freedoms of the data subject

 • processing is necessary to protect the vital 
interests of the data subject or another 
natural person (i.e., life or death scenario)

 • the processing is done out of public 
interest

Important Note for Data Controllers

It is always the responsibility of the data controller to demonstrate compliance of processing 
activities, even if the processing is done by a data processor on the data controller’s behalf.

Data processing: the converting of raw data 
to machine-readable form and its subsequent 
processing (such as storing, updating, 
rearranging, or printing out) by a computer
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GDPR: WHAT YOU NEED TO KNOW

Scope Extends Outside of the EU  
Jurisdiction of this regulation now extends to

1. All data controllers and processers based 
in the EU

2. All organizations that collect and/or 
process personal data of subjects residing 
in the EU, no matter where the organization 
is located or where the processing occurs

Consent

The request for consent must now be given in 
an intelligible and easily accessible form, using 
clear plain language, and must include the 
purpose for data processing. It must also be 
as easy to withdraw consent as to grant it.

Mandatory Breach Notification

For any data breach that is likely to “result in a 
risk for the rights and freedoms of individuals,” 
the relevant Supervisory Authority must be 
notified within the 72 hours of discovering 
the breach. Data processors must also notify 
the controller “without undue delay” after 
becoming aware of a breach.

Privacy and Protection by Design and 
Default

Data protection is required to be an 
element of systems and businesses 
processes when they are initially designed 
(rather than a later addition to an already-
built system). Such protective measures 
include:

• Pseudonymising (e.g., encrypting, 
tokenizing) personal data as soon as 
possible

• Holding and processing only data 
that is absolutely necessary to the 
organization’s task(s)

• Limiting access to personal data to only 
those who act out the processing

• Defaulting to high privacy settings
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DATA PROTECTION OFFICER

A data protection officer (DPO) is a role 
required by the GDPR whose duties are 
to oversee data protection strategy and 
implementation to ensure compliance with 
GDPR requirements.

Does my organization need a DPO? 
If your business is subject to the GDPR and 
one or more of the following is true, you need 
a DPO:

 • The core activities of the controller or 
processor consist of processing operations 
which require regular and systematic 
processing of data subjects on a large 
scale

 • The core activities of the controller or 
processor consist of processing, on a large 
scale, sensitive data or data relating to 
criminal convictions/offences

 • The processing is carried out by a public 
authority

DPO Requirements

 • Must possess—and maintain—expert 
knowledge of data protection law and 
practices

 • May be a staff member or an external 
service provider

 • Contact details must be provided 
to the relevant Data Processing 
Authority

 • Must be provided with appropriate 
resources to carry out their tasks 

 • Must report directly to the highest 
level of management

 • Must not carry out any other tasks 
that could results in a conflict of 
interest

See Guidelines on Data Protection 
Officers for further details. 
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Right of Access – a data subject has the 
right to access their personal data and learn 
how the controller acquired their data, with 
whom the data has been shared, where it is 
being processed, and for what purpose. Upon 
request, the controller must provide a copy 
of their personal data, free of charge, in an 
electronic format.

DATA SUBJECTS’ RIGHTS

Right to Data Portability – a data subject has 
the right to transfer his/her personal data from 
one electronic processing system to another. 
Such data includes that which has been 
provided directly by the data subject, and that 
which has been “observed.”

Right to Erasure (aka, Right to be Forgotten)

A data subject has the right to have his/her data erased by the data 
controller, for free and without undue delay, if any of the following apply:

 • The controller no longer needs the data

 • The subject withdraws consent

 Exception: the data controller needs to keep the data for legal  
 reasons (e.g., a bank must keep data for 7 years)

 • The subject uses their right to object to the data processing

 • The controller and/or its processor is processing the data unlawfully

 • There is a legal requirement for the data to be erased

 • The data subject was a child at the time of collection

There are a few exceptions to these rules, such as legal reasons 
described above, and types of data that are out of scope; see Article 17 
of the GDPR for details.

Third Party Erasure: If a subject exercises his/her right to erasure and 
a controller has made the subject’s data public, then the controller is 
obligated to take reasonable steps to get other processors to erase 
the data. For example, if a newspaper publishes an untrue story about 
someone online and later is required to erase it, they must also request 
other websites erase their copies of the story.

9

https://gdpr-info.eu/art-17-gdpr/


Involve and educate all stakeholders – meaning not just IT, but any group within an 
organization that collects, analyzes, or otherwise makes use of customers’ personal data 

Thoroughly audit your current data system – to determine what data you store and 
process that pertains to EU citizens, and identify and fix any high-risk areas

Hire/appoint a DPO – this person need not work full-time or discretely in this position, so 
depending on the size of your organization, you may appoint someone internally or hire a virtual 
DPO

Make sure third-party providers are GDPR-compliant – (e.g., email service provider, 
CRM service, marketing agency) because as the controller, you will be held responsible for 
breaches made by processors you hire

Create or update your data protection plan – to make sure it aligns with GDPR 
requirements

Create a plan to report GDPR compliance progress – complete the Record of 
Processing Activities (RoPA), which identifies where personal data is being processed, who is 
processing it and how it is being processed

Implement measures to mitigate risk – which you’ll have identified from the RoPA

Test your incident response plan  – to ensure that your company can report a breach 
within 72 hours and respond rapidly

Set up a monitoring and revision process  – to ensure that you remain in compliance

GDPR COMPLIANCE – GETTING STARTED
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Additional resources

EU GDPR Portal: https://www.eugdpr.org 

Official Journal of the European Union official source text of the Regulation: 
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=en

European Commission website: https://ec.europa.eu/info/law/law-topic/data-protection_en

https://www.eugdpr.org/
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=en
https://ec.europa.eu/info/law/law-topic/data-protection_en

